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What is AI?
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‘AI system’ means a machine-based system that is designed to operate with varying levels of 
autonomy and that may exhibit adaptiveness after deployment, and that, for explicit or implicit 
objectives, infers, from the input it receives, how to generate outputs such as predictions, content, 
recommendations, or decisions that can influence physical or virtual environments

 AI act, European Union

Artificial intelligence empowers machines to learn from data, reason, and perform tasks requiring 
human-like intelligence.

 ChatGPT 4o



AI Ecosystem

 Input Devices – Sensors and other hardware that collect input data

 Computing Hardware – The physical platforms running AI software (e.g. servers, 

embedded systems)

 AI Software – Algorithms and models that process data and make decisions

 Output Interfaces – Systems that communicate AI outputs to users (e.g. displays, 

alerts, actuators)

 Controlled Hardware – Devices or machinery that the AI system operates or 

influences

 Documentation – Official manuals, specifications, and safety documentation

 User Training – Required training or certification for safe and effective system use

 Lifecycle Management – Deployment, maintenance, updates, incident reports, and

decommissioning context
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AI in accident investigation

 AI as a cause for accidents

 AI as an assistant for accident investigation

The material in this presentation is mostly based on material of my colleagues Floris Gisolf (data 
analyst), Marjolein Baart (project leader and investigator) and Pim Meulensteen (data scientist).
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AI as a cause for accidents 

 Floris and Marjolein have developed a taxonomy to help accident investigators deal with AI in 
accidents.

 Accident taxonomy

 Evidence taxonomy
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Accident taxonomy
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Accident

AI involved AI not involved

Traditional accident 
investigation

AI performed correctly AI performed incorrectly

Traditional accident 
investigation



Accident taxonomy
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AI performed incorrectly

Failure in 
robustness

Failure in 
alignment

Failure in 
assurance

Failure of 
hardware /

software
Misuse of AI

Training data 
mismatch

Interference 
with input

Specification 
mismatch

Implicit trust

Impossibility of 
intervention

Human-machine 
interaction issue

Misunderstanding 
system capabilities

Malicious AI

Malicious use of 
bona fide AI

Malfunction of 
AI hardware/ 

software

Malfunction of 
AI-controlled 

hardware/ software

Undesirable
solution to 
objective

Model mismatch

Training error
Adversarial 

attacks

Data poisoning

Malfunction of 
input device



Evidence taxonomy
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Witness

AI input data

AI output data

AI source code

AI training data

Access to the AI system

AI system documentation

AI developers

AI system configuration and settings

Operational history

AI operator

Hardware where AI resides

Hardware that AI controls

Historical repository of AI source code

Environmental data

Audit reports and incident reports

AI user



Evidence taxonomy: examples
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Witness

AI input data

AI output data

AI source code

AI training data

Access to the AI system

AI system documentation

AI developers

AI system configuration and settings

Operational history

AI operator

Hardware where AI resides

Hardware that AI controls

Historical repository of AI source code

Environmental data

Audit reports and incident reports

AI user

Failure in 
robustness

Training data 
mismatch
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Evidence taxonomy: examples
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Witness

AI input data

AI output data

AI source code

AI training data

Access to the AI system

AI system documentation

AI developers

AI system configuration and settings

Operational history

AI operator

Hardware where AI resides

Hardware that AI controls

Historical repository of AI source code

Environmental data

Audit reports and incident reports

AI user

Failure in 
alignment

Undesirable 
solution to 
objective



Evidence taxonomy
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Open AI paper on Monitoring Reasoning 
Models for Misbehavior and the Risks of 
Promoting Obfuscation (2025)



Evidence taxonomy: examples
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Witness

AI input data

AI output data

AI source code

AI training data

Access to the AI system

AI system documentation

AI developers

AI system configuration and settings

Operational history

AI operator

Hardware where AI resides

Hardware that AI controls

Historical repository of AI source code

Environmental data

Audit reports and incident reports

AI user

Failure in 
specification

Failure in 
Assurance

Implicit trust

Toeslagenaffaire
- childcare benefits scandal -
is a political scandal in the Netherlands 

involving false allegations of welfare fraud 
by the Tax and Customs Administration 
(Belastingdienst) against thousands of 
families claiming childcare benefits based 
on automated screening.



AI as an assistant for accident investigation 

 Cloud (closed-source models)
 Ask ChatGPT:

 Coding/scripting advice

 Factual questions (e.g. Is it allowed to fly a drone in Iceland?)

 To explain concepts (e.g. Can you explain objective misalignment of AI-systems?)

 To analyse a (public) document

 NotebookLM (Google)

 Makes a podcast

 Local (open-source models):
 Automatically transcribe audio:

 Interviews

 Other audio records (e.g. between train driver and traffic control)

 Use a LLM to analyse documents 

 Under development

 Use a AI model for image collection analysis
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Automatic audio transcription (1)

 Using WhisperX (OpenAI) for automatic speech recognition (ASR)
 Whisper introduced ‘hallucinations’ when audio was quiet, WhisperX does not/much less

 Quality of ASR can be defined using 
 Character Error Rate (CER)

 Word Error Rate (WER)

 Extras:
 Timestamps

 Speaker identification (e.g. 01 or 02)
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Automatic audio transcription (2) 

Colleague Pim tried three steps:
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De-noising Improve audio quality by reducing noise

Fine tuning
Modify current automatic speech recognition software for our audio 
(e.g Dutch and domain specific terms)

Error correction Using a Large Language Model



Automatic audio transcription (2) 

Results:

 De-noising and fine-tuning improves ASR performance:
 Original audio and correct transcript: 

Oscar Kilo Papa Romeo Mike turn right heading 060. 060 right turn oscar papa romeo mike

 WhisperX on original audio

060, right turn, Oscar pop up on your mic (0.75)

 Finetuned WhisperX on de-noised audio

Delta Papa Romeo Mike, turn right heading 060. 060, right turn south Papa Romeo Mike (0.21)

 No open-source (local) model delivered reliable error correction
Some closed-source cloud models do. Open-source may catch up.
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Analyse investigation documents

 Currently: Elasticsearch software

Under development: self-managed LLM

 Challenge: information confidentiality 
 Access to data has to be organised per user

 Additionally: a general LLM for the organisation
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DSB 
database

Did the DSB ever make a 
recommendation towards 

Eurocopter?

Aanbeveling 2
Eurocopter dient de constructie van het 
lanceersysteem voor reddingsvlotten die in 
de stabilisatiedrijvers zijn aangebracht te 
verbeteren zodat ze op de juiste wijze 
kunnen worden gelanceerd. -
rapport_bristow_nl.pdf

In 2006, the DSB made 
a recommendation 
towards Eurocopter



Discussion

 Does your organisation use AI? 

 To assist investigators with an investigation? 
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